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Microsoft Defender for
Endpoint

Security remains one of the top concerns and most challenging responsibilities facing every
business. With rapid technology adoption and increased remote working, the cyber security risk
has only increased in recent years as your staff contend with an ever-evolving threat presence.

| . o Do IT with Spirit
@/ Splrlt spirit.com.au


https://spirit.com.au

Benefits

Elevate your security with enterprise-grade endpoint protection specially built for businesses like
yours.

b 3l @f\

Enterprise-grade protection Easy to use Cost-effective

Protect your devices Get up and running quickly Security that just
against ransomware and with easy, wizard-based works, without onerous
other cyberthreats with onboarding. Out-of-the box budgets.
industry-leading Defender policies and automated Available in two flexible
technologies like endpoint investigation and remediation  options, as part of selected
detection and response procedures help automatically Microsoft 365 plans, or as a
and threat and vulnerability protect you against the latest ~ standalone solution.
management. threats, so you can focus on

running your business.

You get?

Microsoft Defender offers automated enterprise-grade security to defend you from cyberthreats
like ransomware in a cost —effective and easy to use solution
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Threat & Attack Next-generation Endpoint Automated
Vulnerability Surface Protection Detection & Investigation &
Management Reduction Response Remediation

ldentify Protect Detect & Respond Recover



Threat and vulnerability management

Helps you to prioritise and focus on the weaknesses that pose the most
urgent and highest risk to your business. By discovering, prioritising, and
remediating software vulnerabilities, you can proactively build a secure
foundation for your environment.

Attack surface reduction

Reduces your attack surface (areas that are potentially vulnerable to
cyber-attack) across your devices and applications using capabilities such
as ransomware mitigation, application control, web protection, network
protection, network firewall, and attack surface reduction rules.

Next-generation protection

Helps to prevent and protect against threats at your front door with anti-
malware and anti-virus protection—on your devices and in the cloud.

Endpoint detection and response (EDR)

Get behavioral-based detection and response alerts allowing you to identify
persistent threats and remove them from your environment. Manual
response actions within Defender for Endpoint will allow you to act on
processes and files, while live response will put you in direct control of a
device to help ensure it's remediated, secured, and ready to go.

Automated investigation and remediation

Helps to scale your security operations by examining alerts and taking
immediate action to resolve attacks. By reducing alert volume and
remediating threats, Defender for Endpoint allows you to prioritise tasks
and focus on more sophisticated threats.




The impact of cybercrime for
Many businesses can be hard
to manage with potential
financial, operational, and
customer trust implications.
Microsoft Defender for
Endpoint is an all-in-one
productivity and security
offering, designed to help
yOou run your business in

the new hybrid work world,
with peace of mind.

Our guardian solution offers complete endpoint security,
contact Spirit now to find out more.

E sales@spirit.com.au P 1800 774 748 W spirit.com.au/contact-us



